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Linux  Windows MailArchiva Enterprise Edition

Contact Information

E-mail info-dip@d-ip.jp

Knowledge Base http://Knowledge.stimulussoft.com
http://mailarchiva.d-ip.jp
http://www.d-ip.jp
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Windows XP Professional, Advanced Server 2003
Ubuntu or Redhat Linux

Sun Microsystem Solaris Open Solaris

SAN NAS

CPU: 1x2 GHZ CPU core 500 mailboxes

RAM: 1 GB (500 0.3GB )

¢ Microsoft Exchange 5.5 / 2000 / 2003 / 2007
¢ IPSwitch IMail

Lotus Domino

AXIGEN Mail Server

Postfix, Sendmail, Qmail, Exim, Zimbra

(

ar Windows NT Domain Controller
Basic ).

MailArchiba
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4
MailArchiva
J-SOX US EU
MailArchiva Microsoft Exchange
e-mail
.
.
. EU ( SOX
SOX
. ISMS
.
. e-mail Exchange
. e-mail
.
¢ Outlook PST
.
. e-mail
.
MailArchiva
e-mail
MailArchiva e-mail RFC822 RFC822
e-mail

MailArchiva
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5

MailArchiva Enterprise Edition Open Source Edition

v v
internal e-mail Vv Vv
vV v
v v
Word, Powerpoint, Excel, PDF, RTF, ZIP, tar, gz Vv Vv
4 4
e-mail V4 V4
Web V4 V4
Windows Web V4 V4
Web V4 V4
e-mail V4 V4
Windows Web V4
v v
- vV v
( ) vV v
RFC822 v v
- e-mail V4 V4
MAPI IMAP POP v v
IPSwitch IMail V4 V4
Sendmail V4 V4
Postfix V4 V4
QMail V4 V4
Exim V4 V4
- v v
v v
e-mail Vv
e-mail vV
e-mail Vv
Microsoft Exchange 2007 vV
Microsoft Exchange — e-mail / Vv
(BCC Exchange )
Microsoft Exchange — Exchange e-mail Vv
Exchange — Exchange e-mail Vv
- e-mail V4
e-mail V4
Email V4
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Winmail.dat

- v

LDAP v
IPSwitch IMail V4
v

A

PST MailArchiva V4
Exchange MailArchiva V4

\a

IMAP POP V4
MBOX MailArchiva V4

\a

\a

3 \a

\a

XAdES (ETSI TS 101 903) V4

X.509 v
v

Table 1 MailArchiva EE Features
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6

MailArchiva Microsoft Exchange, Postfix, Sendmail
SMTP
sendmail milter IMAP POP
MailArchiva TCP/IP
Active Directory
MailArchiva Active Directory TCP/IP

MailArchiva

MailArchiva

Web
administrator  auditor user
XML

Basic Microsoft Active Directory
(Active Directory ) LDAP Active
Directory LDAP

LDAP Enterprise
Table 2

MailArchiva Server Active Directory Kereberos, LDAP 88, 389
MailArchiva Server Microsoft Exchange IMAP 143, 993
Sendmail/Postfix MailArchiva Server Sendmail milter 8092*
Mail Server MailArchiva Server SMTP 8091

*

Table 2 Communication Ports
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MailArchiva

Exchange Microsoft Exchange 7.1,7.2,7.3,0
IMail IPSwitch IMail IMail

Sendmail Sendmail 7.3,7.5
Postfix Postfix 7.3,7.6
Qmail/Exim | Qmail 7.3,7.7
Alternate 7.3,7.8

Table 3 Installation Sections to Complete

=
o

http://knowledge.mailarchiva.com

MailArchiva

MailArchiva v1.9
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7.1 Exchange Server

Microsoft Exchange

Microsoft Exchange

BCC

RFC2822

MailArchiva

MailArchiva OSE and EE

Microsoft Exchange MailArchiva EE

BCC

Exchange
BCC
BCC
RFC2821
BCC
Table 4

BCC

exchange

<KX

Step 1.

Microsoft Exchange

Table 4 MailArchiva Exchange Features

MailArchiva v1.9

Active Directory

rev. 12

Windows
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i HLOATS ok - 3 i x|

E_ {ERNSE: dip.local/Uzers
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It OALE Windows 2000 LA G
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Figure 1 Journaling Account Creation

Step 2. Microsoft Exchange

Microsoft Exchange
->
First Storage Group->Mailbox Database Mailbox

Database Figure 2

“journal” OK

Mailbox Database®70MF< L x|

28 |wpe | 557 oz |

FAA=2 AR C#Prosram Files¥Microsoft¥Exchanege Serve
TR =Tl — IR

EHIOTE S Py DI

E RIS Ty DR

g T R

BEEEHE 20005 A25H 11:5854

vl 1 e )
Jiournal B G |
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|58 100 ASEET 500 2TREETER x| ARERAAW. |
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ok | seobn | omme | anz |

Figure 2 Enable Journaling
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7.2 (Windows )

-
ko

Java Runtime Environment (JRE)
JRE

ap MailArchiva v1.2 server.conf

Step 1. MailArchiva

MailArchiva
MailArchiva

(Tomcat) Apache
Tomcat WAR
Step 2. 8090
MailArchiva 8090 8090
“netstat -
abn” 8090
8090

C:\Program Files\MailArchiva\Server\conf \server.xml

Step 3. MailArchiva

MailArchiva Windows MailArchiva
Start ->
->MailArchiva Console Login Web
MailArchiva
Windows MailArchiva
Step 4.
4
@) (b) ©
8
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7.3 (Linux )
B 16
MailArchiva Linux (O
Fedora
Linux
MailArchiva
Step 1. / MailArchiva

tar —xvzf mailarchiva_enterprise_edition_server_v1_8 0 linux.tar.gz
cd mailarchiva_dist
sudo install.sh

/usr/local/mailarchiva/server
cd /usr/local/mailarchiva/server

¢
Step 2. 8090 8091

MailArchiva 8090 8091
8090 8091
“netstat -abn” 8090 8091

8090 8091
/usr/local/mailarchiva/server/conf/server.xml
Step 3. MailArchiva
MailArchiva
sudo /etc/init.d/mailarchiva start
Web “http://localhost:8090/mailarchiva” Web

Web 8090
/usr/local/mailarchiva/server/logs

sudo /etc/init.d/mailarchiva stop
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Step 4.

() (b) ©)
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7.4 Microsoft Exchange

MailArchiva
Exchange IMAP
IMAP

IMAP

Step 1.

MailArchiva

IMAP
Exchange

Microsoft Exchange
Exchange
1 Microsoft Exchange

Microsoft Exchange
TLS

Authenticate server x.509 certificate

=LA e = IAny Tirme 'I

aih:

jEIl‘:IJL»:IIMAP v|

=i |demu.dip.|nca|

#—t:[143 ssup—t. [003
_‘L*—U"h%:|j0urn3|@dip_loca|
J‘?R'}‘—F':Iil-u-il-||

T IR s 152 TLS ~)
v IMAPTT e = — R IIECH 2, SRiSa tv— VMG F LI T2 e IhFHEEE)
W Autr— RS DREIE T — ) — IS S FAED(IMAP 1dle)
[” Authenticate server %.509 certificate

actions: I | Vo= F T A EEOT AL

Step 2.

Exchange IMAP
Exchange SMTP

Figure 3 Mailbox Connection To Microsoft Exchange

MailArchiva Microsoft
Microsoft

(

journal@company.com) ( . journal)

MailArchiva v1.9
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W IMAP Exchange SMTP
MailArchiva MailArchiva Exchange agent
http://knowledge.mailarchiva.com

7.5 Sendmail

MailArchiva sendmail milter

(1) Sendmail sendmail.mc file:

sendmail

INPUT_MAIL_FILTER(" mailarchiva', ~S=inet:8092@127.0.0.1")dnl

(2) sendmail.mc file
sudo m4 /etc/mail/sendmail.mc >/etc/mail/sendmail.cf
(3) sendmail

sudo /etc/init.d/sendmail restart

7.6 Postfix

(1) Postfix main.cf file:

milter_default_action = tempfail
smtpd_milters = inet:127.0.0.1:8092

(2) Postfix

sudo /etc/init.d/postfix restart

7.7 Qmail / Exim

Qmail  MailArchiva
(http://knowledge.mailarchiva.com)

MailArchiva
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7.8
MailArchiva 4
SMTP MailArchiva
Sendmail milter MailArchiva
POP MailArchiva
IMAP MailArchiva
MailArchiva (http://knowledge.mailarchiva.com) MailArchiva
8.1
Web Administrator
Windows MailArchiva Web ->
->MailArchiva->MailArchiva Console Login Linux Web
“http://localhost:8090/mailarchiva” localhost
FQDN IP
MailArchiva
“admin” “admin”
»LL) Web “admin” “admin”
8.1.1
MailArchiva

“ 7 “company.com
“company.local”

“company.local”
“company.com”
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8.1.2 E-mail
triple DES
E-mail
E-mail
E-mail
MailArchiva
mailarchiva\server\webapps\mailArchiva\WEB-INF\conf server.conf
E-mail
W server.conf
iy RFC822 Java sourceforge.net
8.1.3
(index) (store)
¥ NAS MailArchiva
P NAS
( . “c:\store” “c:\index™)
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Table 5 “NEW”
UNUSED
“ACTIVE”
“ACTIVE”
ACTIVE
UNUSED UNUSED

NEW
UNUSED
ACTIVE
CLOSED
UNMOUNTED ACTIVE
EJECTED
REMOTE
Table 5 Volume Status
ACTIVE
CLOSED
E-mail ACTIVE CLOSED
8.1.4
MailArchiva Web
BASIC Active Directory LDAP
BASIC
Active Directory Windows
Web OpenLDAP
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MailArchiva MailArchiva
!
8.1.4.1
Before you save MailArchiva (admin)
MailArchiva (admin)
MailArchiva
Active Directory LDAP
MailArchiva (
)
“admin”
8.1.4.2 Basic
Basic XML
users.conf MailArchiva mailarchiva\server

\webapps\MailArchiva\WEB-INF\conf

MailArchiva users.conf
Users.conf Figure 4 E-mail
users.conf E-mail

<Users version="1.0">
<User e-mail="admin@company.local" role="administrator" password="123"/>
<User e-mail="user@company.local" role="user" password="abc"/>
<User e-mail="auditor@company.local" role="auditor" password="xyz"/>
</Users>

Figure 4 Users.conf

WP Basic users.conf
“admin” “admin”

¥ users.conf
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8.1.4.3 Active Directory

Active Directory (AD) Kerberos LDAP
Active Directory AD Kerberos
LDAP Active Directory (
exchange.company.com) 88 389 Kerberos
LDAP
Active Directory LDAP
LDAP LDAP
Active Directory LDAP
(Contains)
Table 6 Role Assignment Fields
LDAP
Active Directory LDAP
( )
LDAP Active Directory
Windows LDAP “SAMAccountName”
LDAP “memberOf”
Active Directory (

“CN=Enterprise Admins,CN=Users,DC=company,DC=com”).

Note:

LDAP

memberOf Active Directory

CN=Enterprise Admins,CN=Users,DC=company,DC=com
userPrincipalName jdoe@company.com
SAMaccountName Jdoe

distinguishedName CN=John Doe,CN=Users,DC=company,DC=com

Table 7 Match Criterion Sample Values
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LDAP
Window (__.admin@company.com)
LDAP
Table 7 LDAP (Contains)
LDAP
Kerberos LDAP
10.1.1
¥ Note: Web
¥ Note: Windows 2008 “encryption type not
supported” Active Directory
DES
http://knowledge.mailarchiva.com
8.1.5
- (G )
- C - )
administrator auditor user 3

Table 8 Table 9

Print Configure
User No Yes Yes Yes Yes Yes No
Audit No Yes Yes Yes Yes Yes Yes
Admin Yes Yes Yes Yes Yes Yes Yes

Table 8 Built-In Role Permissions

User E-mail

MailArchiva v1.9 rev. 12 Friday, 20 March 2009 Page 23
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Audit E-mail

Admin E-mail

Table 9 Built-In Role Email Filters

8.1.6
E-mail
E-mail Administrator
E-mail
(Clause) [13 7 [13 7
(clause) (clause)
(clause) E-mail
(clause) E-mail E-mail
(clause) Behavior “
john@company.com E-mail E-mail
“to” “ ” john@company.com
Table 10 server.conf

mailarchiva\server\webapps\MailArchiva \WEB-INF\conf.

MailArchiva v1.9 rev. 12 Friday, 20 March 2009 Page 24
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Volume.diskspace.wait Seconds( ) )
Volume.diskspace.warn
(MB)
Volume.diskspace.threshold megabytes remaining on volume before
(MB) disk space is considered used
Volume.diskspace.check yes/no
security.pbealgorithm Java password-based encryption (PBE)
“PBEWithMD5ANndTripleDES”
JCE API
search.maxresults
search.analyzer.language Lucene analyzer  search.analyzer.class
“en”
search.analyzer.class Java Lucene
analyzer Java
e-mailaddress.map.attribute LDAP Active Directory E-mail
LDAP user
E-mail
emailaddress.map.pattern Regex Active Directory
Pattern
smart.attachment.minimum.size (B) E-mail body
Idap.binddn The domain part of the DN used to bind
to LDAP DN

Table 10 Advanced Configuration Options

Web
server\conf\server.xml “8090”

10
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10.1.1

MailArchiva

Audit Log( -

Debug Log( ) —

Table 11

MailArchiva\Server\logs\audit.log (Windows)
/usr/local/mailarchiva/server/logs/audit.log (Linux)
MailArchiva\Server\logs\debug.log (Windows)
/usr/local/mailarchiva/server/logs/debug.log (Linux)

Table 11 Log File Locations

(G )
(
log4j.properties (server\webapps\WEB-INF\classes ) “info” “debug”

Log4j.logger.com.stimulus.MailArchiva.audit=debug, MailArchivaaudit
Log4j.logger.com.stimulus.MailArchiva=debug, MailArchivadebug

Figure 5 log4j.properties

10.1.2
Table 12
() JRE
(2) JVM
(©)]

mailarchiva/ server/logs

mailarchiva/server /bin
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Obyte Java Cryptography Extension (JCE)

E-mail :
(1) Java Cryptography Extension (JCE)

) UNUSED
(©))
4)
(5) JRE V1.6.
(6) JVM
(heap)
E-mail

out of memory exceptions

JVM (heap)
Windows MailArchiva
(@D) MailArchiva
(2) Configure
(3) Java
(4) Maximum memory pool
5)
(6)

(7) debug.log

Table 12 Common Server Problems

MailArchiva
“?11 L 30
“text” “test”
“te?t” “test” “tests” “tester”
“test*”
“?est" “*est"
50,000

from subject

E-mail
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13

MailArchiva
gram

12 E-MAIL

MailArchiva
MailArchiva

Lucene

MailArchiva

Lucene

Lucene

http://lucene.apache.orqg.

E-mail

E-mail

EML/MSG Files

Ex2MailArchiva Utility

Direct MS Exchange Import

Ex2MailArchiva Utility

MBOX Files

Ex2MailArchiva Utility

Maildir

Ex2MailArchiva Utility

PST Files

PST2MailArchiva Utility

Direct IPSwitch IMail Import

IMail2MailArchiva Utility

MailArchiva v1.9
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MailArchiva E-mail MailArchiva
E-mail
MailArchiva E-mail N-GRAM E-mail

MailArchiva

MailArchiva
MailArchiva Web

webapps\MailArchiva\WEB-
INF\classes\properties application.properties

14
14.1 Version 1.7

MailArchiva

14.2 Version 1.5

MailArchiva Enterprise Edtion Version 1.5

14.3 Version 1.3

If you are upgrading from v1.2 1.3

To upgrade from v1.3 v1.3 MailArchiva Server v1.4

14.4 Version 1.2
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“¥ WARNING: 1.2
server.conf

Dot 1.4

¥ MailArchiva v1.2 MailArchiva v1.4

CLOSE

MailArchiva v1.2 MailArchiva v1.4
Policy files Java Security Policy files
DES(3DES )

triple-DES

v1.3
DES

To configure the server to use DES

v1l.2
Java Security

v1l.3

triple-DES

server.conf

security.pbealgorithm = PBEWithMD5ANdDES

Table 13 Security Algorithm Change For v1.2 Backward Compatibility

If v1.2 mailarchiva/server/utilities
ConvertVolume
triple-DES
ConvertVolume salt passPhrase storeDirectory
Salt passPhrase v1.2 server.conf

storeDirectory

ConvertVolume e7150baa58927558 password C:\volumel\store

Table 14 Volume Conversion to Triple-DES Encryption

v1l.3
vl.2

MailArchiva v1.9 rev. 12  Friday, 20 March 2009 Page 30




MailArchiva Open Source Edition

.

.

. v1l.2
v1l.2
15

E-mail
(mailarchiva/server/utilities )

16

MailArchiva Open Source Edition General Public License (GPL v3.0)
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17 APPENDIX

17.1 Regular Expression Syntax

Construct Matches

Characters

X The character x

\\ The backslash character

\On The character with octal value On (0 <= n <=7)
\Onn The character with octal value Onn (0 <= n <=7)
\Omnn The character with octal value Omnn (0 <=m <=3,0<=n<=7)
\xhh The character with hexadecimal value Oxhh
\uhhhh The character with hexadecimal value Oxhhhh
\t The tab character (*\u0009%)

\n The newline (line feed) character ("\uOOOA™)

\r The carriage-return character ("\u0O00D")

\f The form-feed character (*\u000C")

\a The alert (bell) character ("\u0007")

\e The escape character ("\u0O01B*")

\cx The control character corresponding to X

Character classes

[abc] a, b, or c (simple class)

[~abc] Any character except a, b, or ¢ (negation)
[a-zA-Z] a through z or A through Z, inclusive (range)
[a-d[m-p]1] a through d, or m through p: [a-dm-p] (union)

[a-z&&[def]]
[a-z&&["bc]]
[a-z&&["m-p]]

d, e, or T (intersection)
a through z, except for b and c: [ad-z] (subtraction)
a through z, and not m through p: [a-1g-z] (subtraction)

Predefined character classes

\d

Any character (may or may not match line terminators)

A digit: [0-9]
\D A non-digit: ["0-9]
\s A whitespace character: [ \t\n\x0B\f\r]
\S A non-whitespace character: [\s]
\w A word character: [a-zA-Z 0-9]
\W A non-word character: [™\w]

MailArchiva v1.9
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POSIX character classes (US-ASCII only)

\p{Lower} A lower-case alphabetic character: [a-z]
\p{Upper} An upper-case alphabetic character: [A-Z]

\p{ASCI 1} All ASCII: [\x00-\x7F]

\p{Alpha} An alphabetic character: [\p{Lower}\p{Upper}]
\p{Digit} A decimal digit: [0-9]

\p{Alnum} An alphanumeric character: [\p{Alpha}\p{Digit}]
\p{Punct} Punctuation: One of I"#$%&" O *+,-.7/:;<=>?2@[\]1™_"{I1}~
\p{Graph} A visible character: [\p{AInum}\p{Punct}]
\p{Print} A printable character: [\p{Graph}]

\p{Blank} A space or a tab: [ \t]

\p{Cntrl} A control character: [\x00-\x1F\x7F]

\p{XDigit} A hexadecimal digit: [0-9a-fA-F]

\p{Space} A whitespace character: [ \t\n\x0B\f\r]

Classes for Unicode blocks and categories

\p{InGreek} A character in the Greek block (simple block)

\p{Lu} An uppercase letter (simple category)

\p{Sc} A currency symbol

\P{InGreek} Any character except one in the Greek block (negation)

N\p{L}&&["\p{Lu}]1]1 Any letter except an uppercase letter (subtraction)

Boundary matchers

n The beginning of a line

$ The end of a line

\b A word boundary

\B A non-word boundary

\A The beginning of the input

\G The end of the previous match

\z The end of the input but for the final terminator, if any
\z The end of the input

Greedy quantifiers

X? X, once or not at all

X* X, zero or more times

X+ X, one or more times

X{n} X, exactly n times

X{n,} X, at least n times

X{n,m} X, at least n but not more than m times
Reluctant quantifiers

X?7? X, once or not at all

X*? X, zero or more times
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X+? X, one or more times

X{n}? X, exactly n times

X{n,}? X, at least n times

X{n,m}? X, at least n but not more than m times

Possessive quantifiers

X7+ X, once or not at all

X*+ X, zero or more times

X++ X, one or more times

X{n}+ X, exactly n times

X{n,}+ X, at least n times

X{n,m}+ X, at least n but not more than m times

Logical operators
XY

X followed by Y

XY Either X or Y

(¢9) X, as a capturing group

Back references

\n Whatever the n" capturing group matched
Quotation

\ Nothing, but quotes the following character
\Q Nothing, but quotes all characters until \E
\E Nothing, but ends quoting started by \Q

Special constructs (non-capturing)

:X) X, as a non-capturing group

(?idmsux-idmsux) Nothing, but turns match flags on - off
(?idmsux-idmsux:X) X, as a non-capturing group with the given flags on - off
=X) X, via zero-width positive lookahead

1xX) X, via zero-width negative lookahead
(?<=X) X, via zero-width positive lookbehind
<1X) X, via zero-width negative lookbehind
>X) X, as an independent, non-capturing group

Backslashes, escapes, and quoting

The backslash character ("\") serves to introduce escaped constructs, as defined in the
table above, as well as to quote characters that otherwise would be interpreted as
unescaped constructs. Thus the expression \\ matches a single backslash and \{ matches
a left brace.

Character Classes

Character classes may appear within other character classes, and may be composed by the
union operator (implicit) and the intersection operator (&&). The union operator denotes a
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class that contains every character that is in at least one of its operand classes. The
intersection operator denotes a class that contains every character that is in both of its
operand classes.

The precedence of character-class operators is as follows, from highest to lowest:

1 Literal escape \x

2  Grouping [---1

3 Range a-z

4 Union [a-el[i-u]

5 Intersection [a-z&&[aeiou]]

Note that a different set of metacharacters are in effect inside a character class than
outside a character class. For instance, the regular expression . loses its special meaning
inside a character class, while the expression - becomes a range forming metacharacter.
Line terminators

A line terminator is a one- or two-character sequence that marks the end of a line of the
input character sequence. The following are recognized as line terminators:

A newline (line feed) character ("\n"),

A carriage-return character followed immediately by a newline character (*\r\n'’),

A standalone carriage-return character ("\r"),

A next-line character ("\u0085"%),

A line-separator character ("\u2028%), or

A paragraph-separator character (*\u2029).

Groups and capturing

Capturing groups are numbered by counting their opening parentheses from left to right.
In the expression ((A) (B(C))), for example, there are four such groups:

1 (ADEGBED)
2 A

3 (BO)

4 ©

Group zero always stands for the entire expression.

Capturing groups are so named because, during a match, each subsequence of the input
sequence that matches such a group is saved. The captured subsequence may be used
later in the expression, via a back reference, and may also be retrieved from the matcher
once the match operation is complete.

The captured input associated with a group is always the subsequence that the group most
recently matched. If a group is evaluated a second time because of quantification then its
previously-captured value, if any, will be retained if the second evaluation fails. Matching
the string ""aba'" against the expression (a(b)?)+, for example, leaves group two set to
""b". All captured input is discarded at the beginning of each match.

Groups beginning with (? are pure, non-capturing groups that do not capture text and do
not count towards the group total.

Comparison to Perl 5

Perl constructs not supported by this class:

The conditional constructs (?{X}) and (?(condition)X]Y),

The embedded code constructs (?{code}) and (??{code}),

The embedded comment syntax (?#comment), and

The preprocessing operations \I \u, \L, and \U.

Constructs supported by MailArchiva but not by Perl:
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Possessive quantifiers, which greedily match as much as they can and do not back off,
even when doing so would allow the overall match to succeed.
Character-class union and intersection as described above.
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